
 
Privileged and Confidential 

.  

 

 

 

 

LEGAL ADVICE PREPARED IN CONNECTION WITH THE SECURITY INCIDENT 

AFFECTING LA LECHE LEAGUE INTERNATIONAL 

We have carried out an assessment on the applicability of the Canadian privacy legislation 

to the present matter and on the privacy obligations of La Leche League International 

("LLLI") to the regulator(s) and/or data subjects in Canada. 

In summary, based on the information provided to date and as further detailed below, our 

conclusions can be summarized as follows: 

 The federal Personal Information Protection and Electronic Documents Act 

("PIPEDA") and other substantially similar provincial statutes are applicable to the 

present matter; 

 The present matter triggers mandatory reporting and notification requirements under 

PIPEDA and The Personal Information Protection Act enacted in Alberta (R.S.A. 

2003, c. P-6.5) (the “Alberta PIPA”). 

 We remain available to provide additional comments with respect to the specific 

information requests received from individuals or from La Leche League Canada as 

well as provide additional advice with respect to any obligations of LLLI to provide its 

database to LLLC. 

Please advise us if any of the below statements or assumptions are incorrect. Any changes 

in facts from those set out below may change our advice and recommendations indicated in 

this report.  

 

A. BACKGROUND INFORMATION  

i. LLLI's Activities 

LLLI is a non-governmental, nonprofit organization that organizes advocacy, educational, 

and training related to breastfeeding. It is based in North Carolina in the United States. LLLI 

is made up of affiliates which serve as the leadership body for its Leaders to connect with 

LLLI. La Leche League Canada ("LLLC") is one such affiliate and a registered non-profit in 

Canada.  

LLLI collects personally identifiable information ("PII") of donors in the course of its activities. 

LLLI also receives the PII of local Leaders collected by LLLC and other affiliates which is 

used by LLLI for international accreditation and insurance purposes. 
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We further understand that LLLI contracted with the cloud-based software and data hosting 

solutions provider Blackbaud to provide certain IT services. 

ii. The Incident  

In May 2020, Blackbaud was targeted by a ransomware attack (the “Incident”) during which 

threat actors managed to remove a subset of data from its self-hosted environment, which 

included data being processed by Blackbaud for a number of clients. The Incident resulted in 

Blackbaud paying a ransom demand to the threat actors after they had stolen data form its 

network and threatened to publish it online. 

On or around July 16, 2020, LLLI received a notification from Blackbaud informing it of the 

Incident affecting the data of certain LLLI users.1  

On July 22, 2020 LLLI sent out a notification to over 116,000 constituents whose information 

was hosted on Blackbaud’s system notifying them of the breach incident.  

The categories of potentially compromised data include an individual’s name, address, 

email, phone number, accreditation date, lifetime giving total, first gift date, most recent gift 

amount, most recent gift date, largest gift amount and largest gift date. No social insurance 

numbers were compromised as LLLI does not collect this information. Credit card details of 

the individuals were stored on a separate system which was not affected.  

Based on the affected fields which include accreditation date and donation information, we 

understand that the potentially compromised data includes information regarding donors as 

well as Leaders. We further understand that LLLI does not exchange donor information with 

each of the affiliates and each La Leche affiliate has separate IT systems, with information 

hosted separately. However, LLLI has some Leader and volunteer information which 

belongs to Canadian individuals as this information was provided to LLLI by other affiliates, 

including LLLC. LLLI has information on the entire Leader population across all affiliates for 

insurance purposes and to maintain records of Leaders who have attained accreditation, are 

currently working with the organisation and those who have retired.  

The potentially compromised data includes the PII of approximately 20002 individuals 

residing in Canada (the "Canadian data subjects"). Based on our review of the "Canadian 

Database File" table provided by LLLI, we note that Canadian data subjects reside in: 

Alberta,3 British Columbia, Manitoba, New Brunswick, Newfoundland and Labrador, Nova 

Scotia, Nunavut, Ontario, Prince Edward Island, Québec, Saskatchewan, Yukon.4 

                                                

1
 We understand that the notice issued by Blackbaud to its clients is generic and non-specific to each customer. 

However, we would kindly request to be provided with a copy of same. 
2
 Please note that while the "Canadian Database File" table includes 2222 entries, several entries are duplicates, 

pertain to international or US addresses, or do not include any names. In some of the cases where there is no 
name, it appears that the entry is for a documentation centre or library's address which would not constitute PII.   
3
 While the data is not broken down by province, we have determined the number of data subjects in Alberta by 

filtering the address field as approximately 275 given that this number will be relevant for reporting to the Alberta 
commissioner.     
4
 Representing every province and territory except for the Northwest Territories. 
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We further understand that in response to the notification, some Canadian individuals have 

requested that LLLI provide specifically the details of the categories of information which 

may have been compromised as part of the Incident and provide them with the precise 

phone number, address details etc.  

B. BRIEF OVERVIEW OF THE CANADIAN LEGAL FRAMEWORK 

In Canada, at the federal level, PIPEDA establishes a framework for private sector's 

collection and use of individuals’ personal information across Canada in the course of 

commercial activities.  

Subject to some industry-specific exceptions, PIPEDA applies to all private-sector 

organizations, unless a province has enacted its own privacy laws that are substantially 

similar to PIPEDA (currently Alberta, British Columbia and Quebec), in which case the 

provincial legislation applies. In provinces with substantially similar legislation, PIPEDA will 

still apply to personal information collected through interprovincial and international 

transactions. 

With the exception of industry-specific statutes, such as health related statutes, the Alberta 

PIPA is currently the only provincial Canadian legislation which requires mandatory 

notification of data breaches for the private sector. PIPA requires disclosure of an incident 

where there is a real risk of significant harm to an individual, which must take place without 

unreasonable delay.  

Unlike PIPEDA and the Alberta PIPA, Quebec and British Columbia privacy laws do not 

provide statutory breach reporting obligation to neither the affected individuals nor their 

respective provincial regulatory body.  

PIPEDA and provincial privacy laws may overlap in some cases and organizations may have 

to comply with various obligations. In these instances, it is recommended that organizations 

comply with the highest standards when the threshold criteria for mandatory notification is 

met, i.e. PIPEDA.  

In this instance, given the place of residence of the Canadian data subjects, PIPEDA and the 

Alberta PIPA are the relevant statutes to consider, subject to their applicability to the present 

situation. 

Regarding the organization that has to comply with the obligations, under Canada’s privacy 

laws, it is the organization that collects personal information from an individual (i.e. data 

controller)5 that is accountable for the personal information even when it is outsourced for 

processing to third-party providers (i.e. data processor).6  In this regard, please note that we 

have considered LLLI as a data controller in our analysis with respect to the PII that it 

                                                

5
 While the concept of Data Controller is not expressly defined under PIPEDA or provincial privacy legislation, 

this is the organization that is considered to be in control of, and accountable for, compliance with the legislative 
requirements. 
6
 Likewise, the concept of Data Processor is not defined under PIPEDA or provincial privacy legislation and the 

relevant legislation refers to third party processors and service providers. 
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collects directly from donors. We provide additional comments in this regard in Section G 

below.  

C. APPLICABILITY OF PIPEDA AND THE ALBERTA PIPA TO LLLI 

  Territorial Application  

While PIPEDA and the Alberta PIPA are silent with respect to their territorial reach, there is 

no language expressly limiting their application to organizations located in Canada or in 

Alberta respectively. 

In determining whether Canadian privacy laws apply in a given case, the applicable test, as 

set out by Canadian Courts, is whether in light of the circumstances there exists a "real and 

substantial connection” to Canada. Where there is such a real and substantial connection to 

Canada, PIPEDA was previously found to apply to a foreign-based organization engaged in 

a commercial activity.  

In the present matter, LLLI has no offices in Canada. However, its website is accessible to 

Canadians, donations are accepted from Canadians and LLLI accordingly collects 

information from residents of Canada for some of its activities. Canadian residents can sign 

up to receive electronic communications and access the content on the website and social 

media. Furthermore, LLLI has accredited Leaders that are based in Canada including 

Alberta.   

In light of the above, we are of the view that the matter presents sufficient connections with 

Canada such that the “real and substantial connection” criterion is satisfied. Accordingly, we 

conclude that PIPEDA and the Alberta PIPA apply. 

 Application to Non-Profits  

PIPEDA  

As mentioned above, PIPEDA applies to any organization that collects personal information 

in the context of its commercial activities.  

As such, PIPEDA does not usually apply to non-profit organisations since they typically do 

not engage in commercial activities. However, the status of non-profit does not in itself 

exempt an organisation from PIPEDA. Rather, the assessment of commercial activity is 

assessed on a case-by-case basis.  

PIPEDA defines commercial activity as: "any particular transaction, act or conduct or any 

regular course of conduct that is of a commercial character, including the selling, bartering or 

leasing of donor, membership or other fundraising lists."7 

Whether an organization can be said to collect, use or disclose personal information in the 

course of a commercial activity will vary depending on the facts of each case. In most cases, 

                                                

7
 PIPEDA, Section 2(1). 
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determining whether an organization is engaged in a commercial activity is straightforward, 

while sometimes the issue is more complex and requires closer examination.   

For instance, the federal supervisory authority, the Office of the Privacy Commissioner of 

Canada (the "OPCC"), has previously indicated that an organization's status as a non-profit, 

non-stock, membership-based organization is not determinative as PIPEDA applies to 

organizations, defined in section 2 as including “an association, a partnership, a person and 

a trade union.” There is no exemption for member-oriented organizations. To the contrary, 

the definition of “commercial activity,” namely, “any particular transaction, act or conduct or 

any regular course of conduct that is of a commercial character, including the selling, 

bartering or leasing of donor, membership or other fundraising lists,” makes clear 

Parliament’s intention that PIPEDA apply to commercial transactions that non-profit, 

membership-based organizations might engage in. 

Generally, the following activities of relevance to non-profits are not considered commercial 

activities and thus, they are not subject to PIPEDA:  

• collecting membership fees; 

• organising club activities; 

• compiling a list of members' names and addresses; 

• mailing out newsletters; and 

• fundraising. 

Thus, PIPEDA would not apply in the event that LLLI's activities were limited to these 

activities. However, we understand that LLLI conducts additional activities, such as those 

related to accreditation as a Leader, as well as offering training and webinars that are not 

free-of-charge. Furthermore, based on the 2019 annual report available on LLLI's website, 

we note that LLLI receives certain royalties, advertising and other revenues which could also 

constitute commercial activities.  

In this context, there is a possibility that some of LLLI's activities are construed as 

commercial activities under PIPEDA.  

For instance, in a 2005 report, the OPCC found that a non-profit organisation that provided 

affordable daycare services to children was engaged in a commercial activity. Specifically, 

the OPCC concluded that payment for child care services was an indicator that a 

“commercial activity” was involved. In another matter, the non-profit Law School Admission 

Council was found to be engaged in commercial activity in its administration of the LSATs 

which was found to constitute an activity with a commercial character for the purposes of 

PIPEDA.8  

In these circumstances, we would recommend erring on the side of caution and consider 

that PIPEDA would apply.  
                                                

8
 OPCC, PIPEDA Report of Findings #2008-389, available online: https://www.priv.gc.ca/en/opc-actions-and-

decisions/investigations/investigations-into-businesses/2008/389_rep_080529/.  
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We also note that, in any event, Quebec and British Columbia privacy laws apply to non-

profit organisations regardless of the commercial nature of their activities. However, as noted 

above, no mandatory reporting obligations arise under these laws. 

Alberta PIPA    

While PIPA does not apply to non-profit organizations except where personal information is 

collected, used or disclosed by such organization in connection with a commercial activity, it 

is important to highlight that PIPA defines "non-profit organization" as an organization that is 

(i) incorporated under the Societies Act, (ii) incorporated under the Agricultural Societies Act, 

or (iii) registered under Part 9 of the Companies Act of Alberta.9 

Thus, non-profit organizations operating in Alberta that do not fall under this limited definition 

of non-profit organization remain subject to PIPA in its entirety.10 

Accordingly, we conclude that the Alberta PIPA applies to the present matter. 

D. MANDATORY NOTIFICATION/REPORTING REQUIREMENTS 

PIPEDA provides for mandatory reporting to the OPCC and notification to affected 

individuals. PIPEDA requires that an organization report a breach of security safeguards 

involving personal information under its control if it is reasonable in the circumstances to 

believe that the breach of security safeguards creates a real risk of significant harm 

(“RROSH”) to an individual. RROSH is also the applicable threshold for the notification to 

affected individuals. Finally, PIPEDA requires that organizations keep and maintain a record 

for 24 months of every breach of security involving personal information under its control—

regardless of the existence of a RROSH. 

Similarly, the Alberta PIPA also establishes mandatory breach reporting to the Office of the 

Information and Privacy Commissioner of Alberta (the “Alberta Commissioner”) wherever a 

reasonable person would consider that there exists a RROSH to an individual as a result of 

the loss or unauthorized access or disclosure of personal information. Following such a 

report, the Alberta Commissioner then conducts an investigation to determine if the risk 

exists. If such a risk is identified, the Alberta Commissioner may require the organization to 

notify those individuals affected by the Incident. 

The factors that are relevant under both PIPEDA and the Alberta PIPA to determine whether 

a breach of security safeguards creates a RROSH to an individual include: (1) the sensitivity 

of the personal information involved in the breach; and (2) the probability that the personal 

information has been, is being, or will be misused. 

Regarding the sensitivity of the personal information, we note that the Alberta Commissioner 

has taken the approach that an email address could be used to cause the harm of phishing, 

                                                

9
 Alberta PIPA, Section 56(1)(b)(i). 

10
 See for instance the decision of the Alberta Commissioner in Canadian Blood Services (Organization),  P2017-

ND-137 where the Organization which is incorporated under the federal Canada Not-for-Profit Corporation Act 

did not qualify as a “non-profit organization” as defined in section 56(1)(b) of PIPA, despite operating on a not for 
profit basis. 
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resulting in increased vulnerability to identity theft and fraud, and therefore that an 

unauthorized access to an email address could cause in itself significant harm and trigger 

notification obligations. We have not come across any publications or guidelines from the 

OPCC in which it has taken the same approach. 

We have also reviewed some decisions recently rendered by the Alberta Commissioner in 

the context of ransomware, specifically where forensic experts concluded that there was no 

evidence of data access. In these decisions, the Alberta Commissioner nevertheless 

concluded that there was a risk of significant harm (despite the lack of evidence of data 

access) and that the organizations in question were required to notify affected individuals as 

they could not rule out the possibility that unauthorized persons accessed, read, copied, or 

downloaded personal information.  

Of relevance to the present matter, we note that the Alberta Commissioner determined in 

2018 that a RROSH existed in a case where personal information was compromised 

following a ransomware attack—even when the targeted organization had paid the ransom 

and assurance was given by the threat actors that the personal information at risk had been 

destroyed and would not be published. 11  

While in that case, the personal information at risk included the name, date of birth, contact 

information, employment and rental history, income, and in some cases, social security 

numbers, we note that the Alberta Commissioner takes a broad and liberal approach to this 

issue, finding that RROSH can reasonably be established in cases where even only email 

addresses were compromised due to an unauthorized access. In these cases, the Alberta 

Commissioner takes the stance that access to contact information may lead to phishing 

attempts, unsolicited mail or email and even fraud or identity theft. Such risks constitute 

sufficient grounds to conclude to the existence of a RROSH and thus trigger the Alberta 

PIPA’s duty to notify affected individuals.  

For instance, in a 2020 decision,12  threat actors infected the systems of a charitable 

organisation’s data hosting service provider and downloaded, without authorization, a list of 

emails pertaining to the organisation’s members. The Alberta Commissioner concluded that 

the incident had caused a RROSH to the affected individuals because disclosure of email 

addresses could lead to phishing attempts. The Alberta Commissioner stated that a 

reasonable person would consider that the email addresses at issue, and the known 

relationship with the organization, could be used to cause the harm of phishing, resulting in 

increased vulnerability to identity theft and fraud. Likewise, in a 2016 decision, 13 threat 

actors exploited a vulnerability in an organisation’s website and accessed certain data 

elements which included name and, in some cases, home address and telephone number. 

The Alberta Commissioner found there existed a RROSH and stated that: “although the 

information at issue is of low sensitivity, and could, in some cases, be publicly available, it 

could be used to cause the harm of phishing, which can lead to other harms such as fraud. 

These are significant harms.” 

                                                

11
 Alberta Commissioner, Re Tyrell Inc. o/a Zentrum, decision no. P2018-ND-141, November 14, 2018.  

12
 Alberta Commissioner, Re Bakerhead Creative Society, decision no. P2020-ND-008, February 11, 2020. 

13
 Alberta Commissioner, Re Ikea Canada Ltd., decision no. P2016-ND-43, August 17, 2016. 
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Thus, we note that the Alberta Commissioner has consistently applied a broad interpretation 

of the Alberta PIPA, which must be taken into consideration in the present matter as there 

are Albertans involved. 

In light of the decisions rendered to date by the Alberta Commissioner, the circumstances of 

the Incident as well as the nature of the potentially compromised PII, we are of the view that 

the Alberta Commissioner would likely conclude that the Incident creates a RROSH. With 

respect to the OPCC who has jurisdiction over the individuals of other Canadian provinces, 

we would follow the same reasoning and come to the same conclusion despite the absence 

to our knowledge of any guidelines or reports published by the OPCC in a similar context, 

considering that: (i) there are Albertans involved in the Incident, (ii) the same RROSH test 

must be applied under both PIPEDA and the Alberta PIPA; (iii) the Alberta Commissioner 

has adopted a broad interpretation of the applicable test and there is a risk, although 

minimal, that it may share information with the OPCC regarding the Incident, and (iv) all the 

Canadian data subjects have been subject to the same Incident and LLLI should therefore 

favour a global and consistent approach for all of them. 

The Incident will thus require, at a minimum, reporting to the OPCC and to the Alberta 

Commissioner and notifying the Canadian data subjects in compliance with PIPEDA and 

Alberta PIPA regulations.14 

E. CONTENT OF THE NOTIFICATION 

Under PIPEDA, the Breach of Security Safeguards Regulations, SOR/2018-64 ("PIPEDA 

Regulations") set out the requirements for the content of the notice and provide at Section 3 

that a notification to an affected individual with respect to a breach of security safeguards 

must contain:  

a) a description of the circumstances of the breach; 

b) the day on which, or period during which, the breach occurred or, if neither is known, 

the approximate period; 

c) a description of the personal information that is the subject of the breach to 

the extent that the information is known; 

d) a description of the steps that the organization has taken to reduce the risk of harm 

that could result from the breach; 

e) a description of the steps that affected individuals could take to reduce the risk of 

harm that could result from the breach or to mitigate that harm; and 

f) contact information that the affected individual can use to obtain further information 

about the breach 

Similarly, under the Alberta PIPA, the information contained in section 19.1 of the Personal 

Information Protection Act Regulation ("PIPA Regulation") must be included in the 

notification: 

a) a description of the circumstances of the loss or unauthorized access or disclosure; 

                                                

14
 We understand that his latter step has already been completed. 
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b) the date on which or time period during which the loss or unauthorized access or 
disclosure occurred; 

c) a description of the personal information involved in the loss or unauthorized 
access or disclosure; 

d) an assessment of the risk of harm to individuals as a result of the loss or 
unauthorized access or disclosure; 

e) an estimate of the number of individuals to whom there is a real risk of significant 
harm as a result of the loss or unauthorized access or disclosure; 

f) a description of any steps the organization has taken to reduce the risk of harm to 
individuals; 

g) a description of any steps the organization has taken to notify individuals of the loss 
or unauthorized access or disclosure; 

h) the name of and contact information for a person who can answer, on behalf of the 
organization, the Commissioner’s questions about the loss or unauthorized access or 
disclosure. 

We note in this regard that the July 22, 2020 notification by LLLI states as follows:  

What Information Was Involved? 

It’s important to note that the cybercriminal did not access your credit card 

information, bank account information, or social security number. However, it was 

determined that the file removed may have contained your contact information and a 

history of your relationship with our organization, such as donation dates and 

amounts. 

We are of the view that this information appears satisfactory per Section 3(c) of the PIPEDA 

Regulation pursuant to which the organization must provide the description of the personal 

information that is the subject of the breach to the extent that the information is known.  

Under the PIPA Regulation, we note that per Section 19.1(c), a description of the personal 

information involved in the loss or unauthorized access or disclosure is required. The Alberta 

Commissioner will require (and has required) re-notification where a notification does not 

contain the information required by section 19.1 of the PIPA Regulation. However, to our 

knowledge, this obligation has not been interpreted as requiring the specific content of the 

type/category of personal information. In the circumstances, LLLI may submit the notification 

template to the Alberta Commissioner and await the conclusions regarding sufficiency of 

same.  

 

F. INFORMATION REQUESTS FROM INDIVIDUALS  

With respect to individual requests regarding the specific information that may have been 
compromised, we note that other principles may indirectly require a response from LLLI, 
such as Principle 4.9 of PIPEDA which states that, upon request, an individual must be 
informed of the existence, use, and disclosure of their personal information and must be 
given access to that information. 

In light of the above, we remain available to review any additional information that LLLI may 

provide regarding the specific requests by the different Canadian constituents. 
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G. LLLI's OBLIGATIONS WITH RESPECT TO LLLC  

As noted above, under Canada’s private sector privacy legislation, an organization that 
collects personal information from an individual (i.e. data controller) is accountable for the 
personal information even when it is outsourced for processing to third-party providers (i.e. 
data processor). For instance, PIPEDA provides that an organization is responsible for 
personal information in its possession or custody, including information that has been 
transferred to a third party for processing. The organization shall use contractual or other 
means to provide a comparable level of protection while the information is being processed 
by a third party.15 

In addition, in the context of a breach, pursuant to PIPEDA, it is the data controller that 
remains responsible for the information that it outsources to a third party for processing. The 
OPCC points out that requiring both entities to report the breach would be largely 
inconsistent with existing business practices and raise various operational concerns and 
indicates: 

Therefore in this context, we find it reasonable to interpret the principal organization 
as having control of the personal information and therefore responsibility for breach 
reporting in respect of a breach that occurs with the third party processor. 

In so doing, the principal organization will need to ensure there are sufficient 
contractual arrangements in place with the processor to address compliance with the 
breach provisions set out in PIPEDA. The same would be true for notification and 
record-keeping obligations.16 

The data controller's legal obligations relate to regulators and affected individuals and not to 
any other entities. The data processor, on the other hand, has no legal obligation to the data 
controller under PIPEDA. This is why it is recommended that the data controller contractually 
require the data processor to provide it with all required information and cooperate in the 
event of a security incident.17   

That said, the attribution of control over personal information generally requires assessment 
of the particular situation in which the principal organization and the third party find 
themselves: 

“[…] business relationships can be very complex and determining who has 
personal information “under its control” needs to be assessed on a case-by-
case basis. This assessment can be informed by relevant contractual 
arrangements and commercial realities between organizations. Evolving 
business models and shifting roles may also impact the assessment. For 
instance, if an organization that is a processor uses or discloses the same 
personal information for other purposes, it is no longer simply processing the 

                                                

15
 PIPEDA, Section 4.1.3. 

16
 See the guidance document by the OPCC, “What do you need to know about mandatory reporting of breaches 

of security safeguards”, October 2018, online: https://www.priv.gc.ca/en/privacy-topics/business-
privacy/safeguards-and-breaches/privacy-breaches/respond-to-a-privacy-breach-at-your-
business/gd_pb_201810/#_Part_1.   
17

 See in this regard the OPCC guidelines regarding Cloud computing for small and medium-sized enterprises,   
https://www.priv.gc.ca/en/privacy-topics/technology/online-privacy-tracking-cookies/online-privacy/cloud-
computing/gd_cc_201206/.  
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personal information on behalf of another organization and is thereby acting as 
an organization “in control” of the information.”18 

In light of the above, we would require additional information to complete any obligations that 

LLLI may have towards LLLC, notably any contracts between the two entities as well as the 

details regarding the circumstances of the collection and use of the PII by both entities.  

 

H. CONCLUSION 

In light of the above, we conclude that LLLI is subject to the statutory reporting/notification 

requirements under the Canadian privacy statutes and regulations. We are also of the view 

that LLLI has a mandatory obligation to report the Incident to the OPCC and the Alberta 

Commissioner, and to notify the Canadian data subjects. 

We remain available to provide additional comments with respect to the specific information 

requests received from individuals or from LLLC as well as provide additional advice with 

respect to any obligations of LLLI to provide its database to LLLC. 

Should you have any queries or comments with respect to the above, please do not hesitate 

to contact us.   

Yours truly,  

Nathalie David (Nathalie.David@clydeco.ca) & Ayse Gauthier (ayse.gauthier@clydeco.ca)  

 

                                                

18
 OPCC, “What do you need to know about mandatory reporting of breaches of security safeguards”, supra., 

note 16. 


